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Introduction

Motivation:

- With the advent of mobile computing, devices are becoming widely used
for secure transactions

- Smartphones and credit cards are entrusted with important financial and
private information

- The security of the information these devices hold is ensured solely by the
security of the devices themselves

Conventional Hardware Security:

- Requires costly on-chip storage for hidden keys and cryptographic
processing hardware

- Is only secure as long as physical access to the device is prevented
Physical Unclonable Functions (PUFs):

- Use randomness in manufacturing processes to generate
cryptographically secure keys [1]

- Require significantly less power and space than traditional methods
- Require many challenges to generate cryptographically secure signature

Inherently Random Variations
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Fig. 1: Physical Unclonable Function

Background

Multiplexer (MUX) Based Arbiter PUFs:
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Fig. 2: MUX-based arbiter PUF structure
- The response is determined by which rising edge reaches the arbiter first

Stochastic Computing:

- Stochastic logic encodes real valued numbers in unary bitstreams based
on the percentage of 1's found in the bitstream over a period of time [2]
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Fig. 3: Stochastic computations
(a) Scaled addition (b) Unsigned multiplication

Stochastic (Soft) PUF:
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Fig. 4: Soft PUF structure

- Soft challenges are applied by querying many sets of hard challenges
conforming to the soft challenge stochastic value

- The soft response is calculated by dividing the number of 1’s in the
response vector by the total number of responses

- The soft response is the real stochastic value of the hard responses [3]
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Reliability Analysis

Definition:
- A measure of how responses to the same challenge vary under noise
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Fig. 4: Reliability vs noise level applied to various soft PUF structures over different
amounts of challenges applied

- Simulation results showed that the soft PUF was incredibly robust under even
extremely noisy conditions compared to traditional MUX-based arbiter PUFs
which breakdown past 15% noise

- Reliability of the PUF had little to do with the structure of the PUF itself, within
each plot the different structures are closely packed

- The number of challenges applied did heavily influence the reliability, as more
challenges are applied the average reliability increases

Uniqueness Analysis

Definition:
- A measure of the distance between different PUFs responses to the same challenge
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Fig 5: Uniqueness vs number of challenges
applied for various soft PUF structures
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